FedBridge: A Federated Query Engine over
Embedding-Heterogeneous Vector Databases

Yuxiang Wang
Beihang University
Beijing, China
yuxiangwang@buaa.edu.cn

Ruixi Hu
Beihang University
Beijing, China
ruixihu@buaa.edu.cn

Ziyuan He
Beihang University
Beijing, China
hzy_he@buaa.edu.cn

Zhilin Liang Xinyu Zhao Yongxin Tong
Beihang University Beihang University Beihang University
Beijing, China Beijing, China Beijing, China
zlliang@buaa.edu.cn xinyuzhao2321@buaa.edu.cn yxtong@buaa.edu.cn

ABSTRACT

Vector databases have emerged as core infrastructure for managing
unstructured data by enabling efficient semantic search over high-
dimensional embeddings. While existing systems largely assume
a centralized setting, real-world deployments are often federated,
with data distributed across autonomous silos. A fundamental chal-
lenge in such environments is embedding heterogeneity: different
silos and query users may adopt distinct embedding models, making
their vector representations incomparable and hindering effective
retrieval. In this paper, we present FedBridge, a federated query
engine designed for embedding-heterogeneous vector databases.
FedBridge introduces a lightweight alignment technique to bridge
heterogeneous embedding spaces, along with two novel sampling
strategies that effectively probe data silos and improve query effi-
ciency. Besides, it provides a unified query interface for embedding-
heterogeneous vectors, supports diverse embedding models and
data formats, and offers adapters for popular vector database sys-
tems. We demonstrate the deployment and usage of FedBridge via
a representative scientific question answering scenario.
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1 INTRODUCTION

Vector databases have become essential for managing unstruc-
tured data such as images, text, and audio [8]. They store high-
dimensional embeddings of raw objects, enabling efficient semantic
search. Given a query, the system embeds it using an embedding
model and retrieves its nearest neighbors, supporting applications
like image search and retrieval-augmented generation (RAG).
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While most systems assume a centralized database, real-world de-
ployments are often federated [4, 9, 12, 14], where data is distributed
across autonomous silos such as scientific data centers, hospitals, or
law firms. In such settings, queries are dispatched across data silos
and the returned results are aggregated. However, this paradigm
introduces a key challenge in practice: embedding heterogeneity,
which is rarely addressed in prior systems [3, 7]. Specifically, each
data owner may adopt a distinct embedding model tailored to its
local data characteristics or resource constraints [1, 5], resulting in
embeddings that are not directly comparable across silos.

The presence of embedding heterogeneity necessitates executing
federated queries over heterogeneous vector databases. Given a
query object g and the associated query embedding model M,, the
query user aims to retrieve the top-k nearest objects to g from n
silos, where each silo stores vectors generated by its own embedding
model. The goal is to achieve high retrieval accuracy and low query
latency despite embedding heterogeneity, while preserving the
privacy of raw data during query processing.

In this paper, we propose FedBridge, a federated query engine
over embedding-heterogeneous vector databases with high effi-
ciency and usability. At the algorithm level, FedBridge employs a
lightweight alignment technique to bridge heterogeneous embed-
ding spaces. It further introduces two novel sampling strategies
to balance the retrieval effort across parties, together with a feed-
back mechanism to improve efficiency [13]. Compared with prior
federated approaches, FedBridge achieves up to a 6.2x speedup.
At the system level, FedBridge provides a unified query interface
for embedding-heterogeneous vector retrieval. In addition, it sup-
ports the integration of diverse embedding models and raw data
formats [13], incorporates configurable privacy protection mech-
anisms for raw data [6], and offers adapters for different vector
database systems such as Milvus [7] and Qdrant [11].

We demonstrate the design and usage of FedBridge through key
workflows, including data silo management, data visualization, and
federated query processing. A scientific question answering sce-
nario showcases its interactive visualizations and user interfaces.

2 SYSTEM DESIGN

In this section, we first present an overview of FedBridge, then intro-
duce the user interface followed by the complete query execution
workflow, and finally describe the implementation details.
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Figure 1: System architecture of FedBridge.

2.1 FedBridge Overview

As shown in Figure 1, FedBridge consists of both the query client
side and the data server side.

Query Client Side. The query client consists of three components:
the user interface, query coordinator, and federation manager. The
user interface provides an easy-to-use entry point for query clients
to issue federated queries, including selecting target silos, choosing
the query embedding model, and configuring retrieval parameters.
The issued query is then passed to the query coordinator, which
generates the execution plan and orchestrates the overall query
workflow. The federation manager operates under the query coordi-
nator to manage and coordinate data silos. It maintains model and
data information for each silo, manages connections to active silos,
and provides communication support during query execution.

Data Server Side. The data server side of FedBridge interfaces
with local vector databases that are autonomously operated by
individual data silos. It provides adapters for popular vector data-
base systems and integrates embedding model services for seamless
query processing. In addition, it incorporates privacy mechanisms
for text and image data.

2.2 User Interface

FedBridge provides a set of user interfaces for managing data si-
los with embedding-heterogeneous vector databases and issuing
federated queries.

Data Silo Management. FedBridge enables users to register new
data silos through a unified interface, abstracting away differences
in underlying vector database systems. A silo can be registered by
specifying its host address and corresponding embedding model.

FedBridge.register(silo="S1", model="ResNet", addr=...)

FedBridge.register(silo="S2", model="SWIN", addr=...)

FedBridge.register(silo="S3", model="CLIP", addr=...)
In this example, FedBridge registers three image data silos, each
using a distinct embedding model to generate vectors.

Federated Query over Embedding-Heterogeneous Vectors.
FedBridge provides a federated query interface similar to standard
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Figure 2: The query execution workflow of FedBridge.

vector search, with the key distinction that users can specify the
query embedding model to suit their downstream applications.

FedBridge.search(
query=img, k=10, silos=["S1", "S2", "S3"]
query_model="ViT", distance="L2", params=...
)
In the above example, the user issues a query to retrieve images from
the three data silos that are similar to img under a user-specified
embedding model (ViT). The params argument specifies additional
options, including privacy mechanisms and result merging strate-
gies, which are described in Section 2.3.

2.3 Execution Workflow

The execution workflow of FedBridge is illustrated in Figure 2. A
query is executed over a set of data silos, each of which stores its
raw data along with the corresponding embedding vectors and
may maintain local indexes to accelerate vector search. A federated
query over these embedding-heterogeneous silos aims to retrieve
relevant objects under a user-specified model. FedBridge executes
the query through a four-step workflow:

Step 1: Embedding Space Alignment. Each data silo may employ
a distinct embedding model, making direct similarity comparisons
across silos infeasible, as their vectors reside in different embedding
spaces. To address this challenge, FedBridge aligns the embedding
spaces of different silos, enabling vectors generated by heteroge-
neous models to be mapped into the user-specified embedding
space for similarity search. Existing approaches typically rely on
complex embedding transformation methods, which incur substan-
tial preprocessing overhead during query processing [17, 18]. In
contrast, FedBridge adopts a lightweight embedding space align-
ment mechanism whose preprocessing can be completed within
seconds and supports the seamless integration of new embedding
models. Specifically, for each silo S;, we learn a transformation
matrix 7; € R%*% that maps vectors from the local embedding
space of dimension d; to the query embedding space of dimension
dgq. The transformation matrix is trained via gradient descent on a



small public dataset Dp,;, using the following loss function:

L= ) M@ -0,
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where M;(0) and M, (o) denote the embedding vectors of object
o under M; (local embedding model of silo S;) and M, (query em-
bedding model), respectively. With the learned transformation, the
distance between a query g and an object o can be approximated
as dis(Mg(q), M;(0)7;), enabling efficient similarity comparison
across heterogeneous embedding spaces.
Step 2: Local Query. Local query processing aims to retrieve ob-
jects from each silo that are similar to g under the embedding space
of M,. First, the system searches the local vector database using
vector M;(q) to retrieve candidate objects based on the similarity in
M;’s embedding space, leveraging existing vector indexes like IVF
or HNSW for efficient retrieval. The retrieved candidates are then
transformed using the learned matrix 7; (from Step 1) and re-ranked
in My’s embedding space, producing the final local results.
Moreover, for the inner product distance metric, we can directly
use the transformed query vector M,(q)7;" to search the local
vector database. In this case, the re-ranking step can be avoided
due to the following identity:

disgp(Mg(q), (M;(0)T7)) = Mq(q) - (M;(0)T))
=Mi(0)T; - (Mg(q)" = Mi(0) - (Mg(q)T; )"
=dis;p(Mq(q)7; ", Mi(0))

Step 3: Privacy Protection. Privacy protection is applied to local
results before raw objects are sent to the query client. FedBridge
supports mainstream privacy-preserving techniques for raw data:
(1) Data anonymization: applies lightweight anonymization tech-
niques to remove, replace or mask sensitive entities in text and
image data [6]. (2) Differential privacy: injects calibrated noise into
raw data to provide formal privacy guarantees while preserving
utility for similarity search [15, 16].

Step 4: Result Merging. This step collects local results from each
silo and merges them into the final result set. Due to approxima-
tion errors introduced by embedding space alignment and noise
introduced by privacy mechanisms, the distances of local results
may not accurately reflect their true distances under the query
embedding model. To obtain accurate rankings, raw objects may
need to be transferred and re-embedded under Mg, and re-ranked
accordingly, operations that are time-consuming. Therefore, the
merging process aims to minimize transmission and re-embedding
operations, while maintaining high accuracy of retrieval.

To this end, FedBridge leverages the non-IID nature of federated
vector data and incorporates two novel sampling algorithms for
efficient and accurate result merging [13]:

e Competition-based sampling: iteratively retrieves candi-
dates from one of the current best-performing silos.

o Contribution-based sampling: maintains the cumulative
contributions of silos, and adaptively sampling silo accord-
ing to their contributions.

Moreover, the data server side of FedBridge further improves
efficiency of result merging by leveraging feedback from the query

model to enhance the quality of subsequent candidates [13]. Specif-
ically, candidates that are closer to objects with smaller true dis-
tances to g under the embedding space of My are assigned higher
priority for re-embedding.

2.4 Implementation
We then describe the implementation of FedBridge on both the
query client side and the data server side.

Query Client Side. The query client is implemented as a light-
weight module for fast deployment and efficient query execution.
(1) Federation Manager is built on gRPC and Protocol Buffers to

support efficient communication between the query client and data
servers. It adopts a modular design with basic RPC primitives and
message schemas, while supporting customizable message formats
for different result merging algorithms. It can also optionally collect
communication statistics (e.g., latency and transferred bytes) for
performance monitoring.

(2) Query Interface and Coordinator is built on top of the federation

manager and incorporates lightweight functionalities from faiss [2]
and PyTorch [10] to support efficient distance computation, and
on-the-fly embedding under the query model. Moreover, the co-
ordinator enables non-blocking execution while waiting for silo
responses, improving concurrency and overall latency.

Data Server Side. Each data silo joins the federation by deploying a
FedBridge adapter configured with its local vector database backend,
embedding model service, and dataset reader.

(1) Vector Database Adapter supports popular vector database sys-

tems such as Milvus [7] and Qdrant [11] by specifying the service
address and credentials, or by implementing a custom connector
that provides core vector search interfaces.

(2) Embedding Model Service provides a unified interface to local

embedding services. A silo can connect to an existing model service
or implement a custom adapter exposing the embedding interface.
(3) Dataset Reader supports raw data ingestion from sources with
different formats, simplifying the integration of raw data into the
local query pipeline.

3 DEMONSTRATION SCENARIO: SCIENTIFIC
QUESTION ANSWERING

In this part, we center on the scenario of question answering with
multi-source scientific documents and demonstrate the usage of Fed-
Bridge. Comprehensive scientific question answering often requires
synthesizing knowledge across multiple institutions [4]. However,
in practice, these institutions operate as autonomous data silos, each
independently managing its documents with heterogeneous embed-
ding models. Accordingly, a cross-institutional setting is leveraged
to illustrate how FedBridge harmonizes these disparate embedding
spaces to enable federated query and verifiable answer generation.
We demonstrate the usage of FedBridge in two folds: (i) Federation
Management (Figure 3a), dedicated to configuring and visualizing
heterogeneous data silos; and (ii) Federated Query and Question An-
swering (Figure 3b), designed for executing the federated retrieval
workflow and verifiable answer generation.
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Figure 3: Demonstration of FedBridge.

3.1 Federation Management

Data Silos. Panel @ illustrates three scientific data silos, each char-
acterized by metadata such as its embedding model and data volume.
In addition, new silos can be added through the user console.

Visualization of Data Distribution. FedBridge provides a visu-
alization interface to monitor data distributions across all silos,
as shown in panel @. It samples data objects from each silo and
projects both the embeddings under the query model and those
in the aligned space into a two-dimensional representation using
Principal Component Analysis (PCA). This visualization highlights
the inherent heterogeneity of the initial data distributions while
demonstrating the effectiveness of the embedding alignment pro-
cess: the aligned space approximately preserves the relative spatial
relationships of the query model’s embedding space.

3.2 Federated Query and Question Answering

Query Setup. Within panel ®, users configure query parameters
such as the result size, privacy mechanisms, result merging algo-
rithms, and the query embedding model. In particular, FedBridge
supports two modes of embedding model selection: (i) Manual Se-
lection: users choose an embedding model from repositories (e.g.,
HuggingFace) or upload locally fine-tuned models for specific tasks;
and (ii) Automated Selection: a LLM automatically determines the
optimal embedding model based on the question. The selected con-
figurations are then used to execute the federated query.

Federated Query. Upon receiving a scientific query, FedBridge
triggers the federated query execution workflow, as illustrated in
panel @. First, it automatically selects an appropriate embedding
model for the query domain and performs embedding space align-
ment. Participating silos then conduct local query in the aligned
space and inject differential privacy noise into the results. Subse-
quently, FedBridge performs contribution-based sampling for result
merging and transmits the relevant documents to the query client.
The workflow then proceeds to the answer generation phase.

Answer Generation. As shown in panel ®, the large language
model integrates the retrieved information and generate answers
with fine-grained citations that link each statement to its corre-
sponding data source and context, ensuring that answers to complex
scientific queries remain transparent and verifiable.
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