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• Spatial queries are essential for a wide spectrum of applications,
but data isolation has become an obstacle to scale up query
processing due to security concerns
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• A promising paradigm to tackle the data isolation problem is to
perform secure queries over a data federation

• Existing data federation systems are inefficient on spatial
queries due to
• excessive secure distance operations for query processing
• usage of general-purpose SMC libraries for secure operation
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• Query Rewriter: Decompose federated spatial queries into
basic operators (plaintext operators and secure operators)

• Drivers: Implement secure operators as secure primitives with
SMC protocol, and plaintext operators as plaintext primitives on
top of silo’s underlying spatial databases

• Query Interface: Provide federation view to users and support
federated spatial queries written in SQL
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Decomposition principle: Decompose federated spatial queries
into as many plaintext operators and as few secure operators as
possible such that a large portion of the query can be executed in
plaintext without compromising security

Example(Federated kNN query): We first derive a radius which
contains k spatial objects via binary search, and then retrieve the
spatial objects within this radius. In each binary search literation,
we perform a plaintext range counting and a secure comparison
to adjust the searching radius boundary. In the last round, a
plaintext range query and a secure set union is performed to get
the final result.
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